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Abstract. This paper examines adolescents’ dependence on social
networks in the digital environment, which represents a serious prob-
lem in modern society, as well as their low level of critical information
analysis skills. The tendency toward cyberbullying, hacker attacks, and
the unauthorized disclosure of personal information has become increas-
ingly widespread in the context of information security risks. Despite the
rapid development of technologies that provide access to information
in modern society, they do not prevent the younger generation from
being exposed to various cyber threats on social networks and from the
influence of harmful content. In the course of the research, a variety of
methods were used to assess the information literacy of schoolchildren.
Through theoretical analysis, the information culture of schoolchildren
and their behavior in the social environment were examined from a
psychological perspective. In addition, methods such as psychological
diagnostics, pedagogical testing, observation, modeling, and mathemati-
cal data processing were applied. During the study, it was observed that
the information literacy of schoolchildren changes dynamically under
the influence of various factors.

The social environment and family values have a direct impact on
this process. The results of the study conducted among schoolchildren
showed that the majority of them are dependent on social networks,
which leads to a decrease in their learning activity. In order to develop
students’ information literacy, methodological guidelines, educational
programs, and training modules were proposed. Examples of social media
content analysis were also provided. This research is a comprehensive
theoretical study of schoolchildren’s information literacy. It focuses on
students’ ability to act independently in the information space, master
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Formation of Information Security Culture among Schoolchildren in a Digital Educational Environment

cybersecurity principles, and demonstrate literacy in the context of
digital transformation. The findings and recommendations of the study
can be applied in general education schools, supplementary education
institutions, and colleges.

Keywords: digital environment, cyberbullying, information
security, digital transformation, Information culture, social networks,
cyber threats.

Introduction

In contemporary society, digital technologies are developing at an unprecedented pace.
On the one hand, they contribute to meeting labor market demands for highly qualified profes-
sionals; on the other hand, they transform individuals’ everyday skills and patterns of social
interaction. These processes exert a significant influence on the psychological, emotional, and
cognitive development of individuals. As a consequence of rapid technological advancement,
social media platforms have evolved into vast digital spaces characterized by an unlimited flow
of information and user-generated content.

Global evidence indicates that during the COVID-19 pandemic, many countries implemented
large-scale policy measures that resulted in the transition of educational systems to remote and
online learning formats. Under these circumstances, the role of social media in adolescents’ lives
increased substantially. In adapting to the new social reality, children and adolescents integrated
social media into their daily routines, using it not only as a means of communication but also as
a primary source of entertainment and leisure activities (Alshamrani et al., 2021).

International scholars have consistently emphasized the adverse effects of social media
and the digital environment on mental health, expressing concern about their implications for
adolescent development. In its 2018 report, the American Academy of Pediatrics (AAP) introduced
the concept of “Facebook depression,” referring to the emergence of depressive symptoms among
adolescents and preadolescents as a consequence of prolonged and intensive social media use
(American Academy of Pediatrics, 2018).

Similarly, a study conducted by the Royal Society for Public Health (RSPH) in the United
Kingdom, involving approximately 1,500 participants aged 14-24 years, identified a strong
association between social media use and mental health outcomes. The findings demonstrated
that excessive engagement with social networking platforms contributes to increased levels of
depression, anxiety, fear, and social comparison, which may subsequently lead to clinically sig-
nificant psychological disorders among adolescents (Blease, 2020).

As a result of these developments, internet dependency among adolescents has become
increasingly prevalent. Consequently, issues related to upbringing, education, and the develop-
ment of information culture within the digital environment have gained particular relevance.
Prolonged exposure to social media, cyberbullying, harmful online content, and various forms
of psychological pressure represent serious challenges not only for educational institutions but
also for families and society as a whole. Therefore, there is a growing need to foster students’
information culture, enhance their digital literacy, and improve the effective integration of elec-
tronic educational resources into the learning process.

The relevance of this issue has been widely recognized in contemporary academic literature.
Various aspects of the phenomenon have been investigated by both international and domestic
researchers. Nevertheless, despite the substantial body of research devoted to information literacy
and information culture in the fields of education and psychology, issues concerning information

Gumilyov Journal of Pedagogy No3(156)/ 2026 113
ISSN: 3080-1710. eISSN: 3104-462X



B.S. Baimenova, S.S. Zhubakova, M. Azhgaliyev, Zh.0. Amanzholova, A.S. Sabdenova.

security within educational environments remain insufficiently explored and require further
scholarly attention.

The present study is distinguished by its comprehensive and interdisciplinary approach
to the problem under investigation. Unlike many previous studies that have primarily focused
on internet addiction, this research is aimed at examining the formation of an information se-
curity culture among school students. Particular attention is devoted not only to identifying the
psychological consequences of adolescents’ digital activity but also to determining the peda-
gogical conditions that facilitate the development of safe and responsible behavior in the digital
information environment.

Furthermore, the study focuses specifically on eighth-grade students in a general secondary
school, whereas a considerable proportion of existing research has concentrated on university
students or broader age groups. The research provides a comprehensive analysis of adolescents’
digital behavior, including internet addiction, patterns of social media use, and levels of infor-
mation security awareness. It should also be noted that, in addition to standardized diagnostic
instruments (IAT and CIAS), the study employs author-developed assessment tools, thereby
enhancing the reliability and comprehensiveness of the findings. This methodological approach
enables a deeper and more nuanced understanding of the process of developing information
culture among schoolchildren in the context of the contemporary digital environment.

Research Objectives:

e to identify the level of information security of school students;

e to theoretically analyze the issue of information literacy in the digital environment;

e to develop methodological recommendations aimed at fostering information security

among school students.

In the process of achieving these objectives, several important topics are covered. In
particular:

1. The content of research devoted to social media, digital networks, and information

security issues

2. The relationship between social dependency and psychological processes

3. The study of the issue of information transformation in modern literature

4. The research findings on the topic of information security among adolescents

These research questions will be addressed through an examination of the works of several
scholars and an analysis of experimental studies. The research focuses on an in-depth analysis
of the issues of “information culture,” “information security,” “social dependency,” and “digital
integration,” drawing upon the works of scholars who have studied these topics.

Research subject: the pedagogical conditions for the formation of an information security
culture among schoolchildren in a digital educational environment.

Research object: the process of forming information security culture among school stu-
dents in the digital educational environment.

Literature Review

An analysis of contemporary international research indicates a substantial increase in
scholarly attention to the issues of digital safety and cybersecurity among children and ado-
lescents. International studies have extensively examined cyberbullying and its impact on the
psychological well-being of young people (Lahti, 2024), the consequences of excessive digital
technology use for children’s cognitive, emotional, and social development (Muppalla et al.,
2023), approaches to developing cybersecurity competencies among school-aged learners (Plintz
& Ifenthaler, 2025), as well as the organizational and pedagogical dimensions of digital safety
education within school systems (Liu, Long, & Martin, 2025). Collectively, the findings of these
studies underscore the growing necessity of systematically preparing younger generations for
safe, responsible, and informed engagement within increasingly complex digital environments.

»n o«
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In the systematic review by Liu, Long, and Martin, a comprehensive analysis of contempo-
rary approaches to cybersecurity education in primary schools is presented. The study covers 81
empirical works published between 2017 and 2024, allowing the authors to summarize global
trends in the development of digital safety competencies among children. From a methodological
perspective, the study is based on a systematic literature review using data synthesis and the-
matic analysis. Overall, the study emphasizes the need for a comprehensive and interdisciplinary
approach to developing digital safety competencies among schoolchildren (Liu, N., Long, S., &
Martin, F, 2025).

Taken together with the works of Chai L., Xue J., and Han C,, this study makes it possible
to view the digital educational environment not only as a learning tool, but also as a space that
requires the purposeful development of information security competencies among schoolchildren,
as well as a critical attitude toward digital content (Chai, L., Xue, J., & Han, Z.,2020).

Particular attention should be given to the study conducted by Rajab and Eydgahi, which
has gained considerable recognition within the scholarly community. The authors proposed a
theoretical model grounded in behavioral approaches to information security. This model enables
assessment of factors such as perceived vulnerability, the effectiveness of protective measures,
the costs associated with their implementation, and users’ intentions to comply with information
security requirements. The study has made a significant contribution to advancing the under-
standing of the factors that influence secure and responsible behavior in digital environments
(Rajab & Eydgahi, 2019).

Guillén Gamez, Tomczyk, Ruiz-Palmero, and Connolly (2024) emphasize that digital
security has become one of the key challenges in modern education. The authors highlight the
importance of developing digital competence among both students and teachers, including the
protection of personal data, safe use of digital devices, prevention of cyber threats, and respon-
sible online behavior. They argue that many pre-service teachers possess insufficient knowledge
and skills in cybersecurity, which underscores the need to improve teacher education programs.
The authors also stress the importance of implementing effective digital security measures in
educational institutions and fostering a culture of safe and responsible use of information and
communication technologies.

Latorre Medina and Tnibar Harrus emphasize that digital security is an important compo-
nent of pre-service teacher education. The authors highlight the need for more comprehensive
training in cybersecurity, personal data protection, and the safe use of digital technologies to
effectively address digital risks in educational environments. (Latorre Medina, M. ]., & Tnibar
Harrus, C., 2023).

K.K. Shalgynbayeva, in her research, analyzes the negative impact of social media, taking
into account the developmental characteristics of children with disabilities, and substantiates
effective preventive methods and technologies (Shalgynbayeva K., 2022).

According to L.R. Asmanova, social networks negatively affect the neurophysiological de-
velopment of adolescents. Teenagers use social networks as a means of communication, which
leads to feelings of loneliness and social withdrawal. Social media addiction is characterized by
a decrease in the level of intelligence (Asmanova L., 2021). Based on studies conducted by the
American Psychiatric Association, social media addiction is defined as a behavior that drives in-
dividuals to excessive and uncontrolled use of such platforms. American scholars such as Alfonso
Pellegrino, Alessandro Stasi, and Veera Bhatiasevi conducted a study on 501 articles published in
the Scopus database between 2018 and 2022. They proved the negative impact of social media on
human mental health. In their scientific works, they emphasize that despite its growing ubiquity
in people’s lives and its tremendous advantages in enabling instant communication with others,
social media’s influence on subjective well-being has become a global concern. Through modern
research, they revealed that social media negatively affects adolescents’ school performance, so-
cial behavior, and interpersonal relationships. Over time, they noted that excessive use of social
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networks can lead to addiction (Pellegrino A., Stasi A. and Bhatiasevi V., 2022)

[t can be observed that many scholars have studied school students’ dependence on
internet platforms, as well as its psychological and pedagogical features. A.Kh. Kazetova, I.U.
Khasanova, D.G. Khabieva, and G.Zh. Tokashova, in their works, identify the following indicators
of susceptibility to social networks:

1. Problems arising from the lack of boundaries in virtual space;

2. Signs of the emergence of psychophysiological, neuropsychological, cognitive, and

emotional pathologies;

3. A diminished sense of the distinction between real life and time due to excessive use

of digital space;

4. The unlimited accessibility of digital content as a potential consequence of social

media addiction;

5. The preference for the virtual world over real life, which reduces social responsibility;

6. Preconditions for the emergence of aggression, depression, psychological loneliness, loss

of life motivation, and distrust toward others (Kazetova, A.Kh., Khasanova, I.U., 2022).

According to the PISA 2023 results, an average of 64% of 15-year-old students in OECD
countries feel confident in the information environment and can easily find data. This indicates
a high level of information literacy among students. They are able to reliably evaluate the quality
of information online. Schoolchildren compare online content and master the principles of using
it effectively. Pathological dependence on social networks is the process by which a person con-
stantly spends time on online platforms, making the virtual space an inseparable part of their life.
It is a psychological disorder that arises as a result of distancing from real-life social skills and
neglecting daily responsibilities. Another reason for dependence on the virtual space is related
to the design of digital products on the internet. The digital landscape offers modern interfaces
and design elements to capture the consumer’s attention. The following design components are
used to increase consumers’ dependence on internet products:

» Designs that affect adolescents’ emotions;

e Modern interfaces;

e Psychological triggers;

e Scrolling feeds.

These processes inhibit a person’s memory capacity and contribute to fatigue, weakness,
unstable sleep, and the emergence of psychophysiological and emotional difficulties.

The issue of developing information security for school students in the digital environment
has become the foundation of many scientific pedagogical theories and concepts. Many foreign and
domestic scholars have devoted their research works to this topic. The principles and functions
of using information technologies, the means of information communication, methodological
theories, and transformational potential were analyzed in the studies of F. Sh. Orazbayeva, S.
R. Rakhmetova, A. E. Zhumabayeva, Z. B. Beisenbayeva, A. S. Almetova, Zh. N. Suleimenova, and
others. Among the scholars who examined the issue of developing professional skills of future
specialists on the basis of information technologies in various directions are N. A. Asanov, A. Zh.
Kaidarova, A. K. Kusayinov, K. G. Kudaibergenova, K. U. Kunakova, and N. Kataev. In their scientific
works, the authors revealed the meaning and content of such concepts as “information culture,”
“information environment,” and “digital space,” conducted experimental research in this field, and
carried out statistical analyses. Their works represent meaningful and high-quality manuscripts
that complement one another.

The features of visual perception are realized with the help of information tools. In today’s
modern society, many people prefer visual perception of information through their sense of sight
rather than perceiving information from the surrounding environment kinesthetically-that is,
through feelings, emotions, and actions. Zh. T. Suleimenova wrote a dissertation on the topic
“Formation of the Communicative Culture of Future Pedagogues-Psychologists in the Digital
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Educational Environment.” She proposed integrative directions for transforming the digital en-
vironment in the process of forming the communicative culture of future pedagogues-psychol-
ogists. By presenting a comprehensive methodology, the author analyzed the modern concepts
and theories of the digital educational environment.

One can refer to the dissertation of D. N. [sabaeva entitled “Methodology for Using Infor-
mation and Communication Technology Tools in the Formation of Cognitive Interest of Primary
School Students. (D. N. Isabaeva, 2016)” The issue of developing the information culture of school
students has been the subject of many studies. N. T. Sartaeva thoroughly investigated the trend
of developing research motivation of primary school students through information technologies.
B. A. Doszhanov, on the other hand, focused on improving the quality of the educational process
through the use of multimedia technologies. He identified the pedagogical conditions for the
application of multimedia technologies. Therefore, such defended dissertations and scientific
research in this field further deepen the relevance of the topic.

Issues related to information culture, media education, and digital learning have been
studied since earlier times. They are reflected in the views of many educators, psychologists,
philosophers, and sociologists. The works of foreign scholars such as Vance Packard Goodman
(comparative analysis of media content), Marshall McLuhan (media analysis and interpretation),
and Ernest L. Boyer (theory of media literacy) were aimed at revealing the content and significance
of media education, as well as its conceptual and methodological foundations (Alchimbayeva A.
and Tashkeyeva Zh., 2025)

The era in which we live is closely connected with the digital environment. In the open
encyclopedia, this society is also referred to as the electronic age. The traditional education system
has completely shifted to information-based learning founded on digital transfer. The information
revolution has encompassed all spheres. The scientific works and theories mentioned above have
sought to prove this. In this regard, Kazakhstani researchers emphasize the need, in the modern
information era, to teach school students to create a safe environment by protecting them from
unlimited content and resources, as well as to train them in critical analysis of information. They
highlight the importance of forming a new type of thinking. If we define the concept of a “digital
educational environment,” it refers to the use of information technologies, digital programs and
platforms, and internet systems in the pedagogical process, as well as the organization of active
interaction between teacher and student.

According to the 2020 data from the National Center for Public Health under the Ministry
of Health of the Republic of Kazakhstan, approximately 20% of adolescents aged 11-15 either
witness or directly experience bullying each month (Ombudsman of the Republic of Kazakhstan,
Ministry of Foreign Affairs of Norway and UNICEF, 2020).

The American Psychiatric Association defines social media addiction as a compulsion
toward excessive and uncontrolled use of these platforms (Patchin J.W., 2020). Current domestic
scholars are focusing heavily on issues such as digital modernization, cyberbullying transfor-
mation, information security, and internet addiction. Their work has been reviewed, including
contributions by P. B. Seitkazy, Q. Q. Shalghynbayeva, M. P. Asylbekova, Q. T. Atemova, S. S. Zhu-
bakova, N. P. Albytova, and G. K. Sholpankulova.

In his research, S. K. Zhantikeev classifies three levels of influence that contribute to ad-
olescent dependence on internet platforms (Zhantikeev S. K., 2019)

The scientific novelty of this study lies in conceptualizing information security culture
not merely as a set of knowledge and skills related to digital safety, but as an integrative person-
al construct comprising cognitive, motivational-value, and behavioral components. Unlike the
majority of previous studies, which have primarily focused on specific digital risks and isolated
aspects of online safety, the present research adopts a comprehensive approach to examining
the factors that influence the formation of information security culture among schoolchildren
within the educational environment. The findings contribute to a more precise understanding
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of the pedagogical conditions that facilitate the development of information security culture and
extend existing theoretical perspectives on the mechanisms that promote safe, responsible, and
informed behavior among adolescents in the digital space.

Unlike previous studies, which have primarily focused on individual aspects of digital
security, internet addiction, media literacy, or digital literacy among schoolchildren, the present
study examines the issue in a holistic manner through the lens of information security culture
formation within a digital educational environment. The research is not limited to analyzing
students’ knowledge of cyber threats; it also assesses their behavioral attitudes, level of aware-
ness, safe use of digital technologies, and attitudes toward information protection. Furthermore,
the study presents the results of an empirical investigation involving 8th-grade students, which
made it possible to identify existing gaps in the formation of information security culture and to
determine directions for improving educational practice.

Analysis of international scientific literature shows that most studies focus on the devel-
opment of digital literacy and basic skills of safe online behavior. However, significantly less at-
tention is paid to the systematic formation of an information security culture, which includes not
only knowledge but also stable behavioral attitudes, critical thinking, and a conscious approach
to digital content. Existing research also often addresses separate aspects of the issue-such as
cyber threats, personal data protection, or media literacy-without adopting a comprehensive
view of the educational environment as an integrated system. In addition, age-related features
of developing information security skills among schoolchildren at different educational stages
remain insufficiently studied, as does the role of teachers and educational programs in this process.
Thus, a clear research gap is identified, related to the insufficient development of holistic models
for forming information security culture in the school environment. This highlights the need for
further research aimed at integrating educational, psychological, and technological approaches.

Methods

In the course of the research, theoretical, mathematical, and statistical methods were
widely applied. An analysis of scientific and pedagogical literature, dissertation research, and
regulatory legal acts was carried out, and dynamic indicators were determined through the
processing of data obtained during the experiment. In addition, empirical methods such as
observation, interviews, questionnaires, and pedagogical testing were employed. The results of
the experiment were summarized using empirical, mathematical, and statistical approaches. In
order to identify adolescents’ dependence on social networks, internet platforms, and the virtual
environment, diagnostic methodologies and questionnaires were conducted. The experiment
involved 8th-grade students from School No. 84 in Astana.

A cooperation agreement was established between the Department of Pedagogy and
the school. Using A. L. Yanak’s methodology, the students’ dependence on social networks and
their online activity were identified. This methodology was implemented through question-
naire surveys. In addition, several questionnaire items were also administered to parents, and
their responses were analyzed using mathematical methods. Chen’s Internet Addiction Test
revealed signs of emotional exhaustion, decreased activity, and lower academic performance
among schoolchildren. The test was conducted in all classes. Test materials were distributed to
the students, and their psychological states were comparatively analyzed (high, medium, low
levels). It was found that many students demonstrated a high level of excessive internet use. As
a result, students tended to use their time inefficiently. This indicates a lack of communication
between parents and children. It was also revealed that the majority of parents focus mainly
on providing material support for their children. Such a tendency creates conditions for the
emergence of cyberbullying, bullying, and even suicidal behavior among students. During the
study, theoretical, mathematical, and statistical methods were widely employed. Scientific and
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pedagogical literature, dissertations, and regulatory legal acts were analyzed. Experimental data
were processed to identify dynamic indicators.

Empirical methods such as observation, interviews, surveys, and pedagogical testing were
used. Data from the experiment were compiled using empirical, mathematical, and statistical
methods.

To determine adolescents’ dependence on social networks, internet platforms, and virtual
space, diagnostic tools and questionnaires were used. A survey was administered to students in
grades 5 through 9, consisting of the following questions:

1. Indicate your grade level
How much time do you spend on the Internet?

How often do you use social media content?

Have you ever encountered cyberbullying?

What do you know about cyberbullying?

Do you share personal information online?

Are you aware of information security practices?

Do you follow information security rules?

Have you come across harmful content online? How did you react?
10 How do you understand the concept of digital culture?

11. Have you noticed someone sending harmful content online?

12. What would you do if someone was being insulted or mocked on social media?
13. What is important for maintaining information security?

14. Have you experienced psychological pressure from social media use?

OO N UTAWN

Results and Discussion

Within the framework of the study, a comprehensive statistical analysis of the obtained
data was conducted. The processing of empirical material was carried out using quantitative
methods, including the calculation of absolute and relative indicators (percentages), mean val-
ues, as well as comparative analysis of results between the study groups (Grade 8 “A” and Grade
8 “B”). To identify relationships between the level of Internet activity and possible behavioral
characteristics of students, correlation analysis was applied. This approach made it possible to
determine the presence of statistically significant relationships between the studied variables.

The testing of research hypotheses was based on a comparison of empirical data with the
theoretical assumptions of the study. The main hypothesis that a low level of internet addiction
predominates among 8th-grade students was confirmed. The additional hypothesis regarding
the presence of a risk group with moderate and high levels of internet addiction was also em-
pirically supported.

The selection of respondents was based on the principle of voluntary participation. The
study included students from 8th-grade classes of a general education school who correspond-
ed to the adolescent age category. The sample was formed using a purposive (criterion-based)
sampling method, taking into account predefined criteria: enrollment in Grade 8, belonging to
the adolescent age group, as well as regular use of the Internet and digital technologies in daily
and academic activities. In addition, students’ consent to participate in the study was taken into
account, ensuring compliance with ethical standards and increasing the reliability of the obtained
data. Respondents who did not meet the inclusion criteria or did not complete the diagnostic
procedures were excluded from the analysis.

Standardized instruments were used, including Kimberly Young’s Internet Addiction
Test (IAT) and the Chen Internet Addiction Scale (CIAS), both of which are widely applied in
international research to assess the degree of engagement in online environments. In addition,
an original 20-item questionnaire was developed to examine adolescents’ behavioral patterns
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in the digital environment, the frequency of Internet use, as well as emotional and behavioral

responses associated with online activity.

Based on the results of the study, we identified three levels of students’ inclination to

internet use. The indicators of each level are presented in Table 1. (Table 1)

Table 1. Results of K. Young's Internet Addiction Survey

Level Grade 8A Percentage Grade 8B Percentage
Low 15 students 55.6% 17 students 77.3%
Moderate 7 students 25.9% 2 students 9.1%

High 5 students 18.5% 3 students 13.6%
Total 27 100% 22 100%

Note: The data were compiled based on a survey conducted by the author.

The analysis of the results presented in Table 1 shows that a significant proportion of
students in both classes demonstrate a predominantly low level of internet addiction. In Grade 8
“A’, this indicator accounted for 55.6% (15 students), while in Grade 8 “B” it reached 77.3% (17
students). These findings suggest that most adolescents use the internet within normal limits
and do not exhibit clear signs of addictive behavior.

A moderate level of internet addiction was identified in 25.9% of students in Grade 8 “A”
(7 students) and in 9.1% of students in Grade 8 “B” (2 students). These results indicate that some
adolescents show signs of increased engagement with the digital environment, which may be
considered a potential risk factor and requires preventive attention from teachers and parents.

A high level of internet addiction was observed in a smaller proportion of students: 18.5%
(5 students) in Grade 8 “A” and 13.6% (3 students) in Grade 8 “B”. These results indicate a small
group of students with pronounced signs of problematic internet use who may require additional
support and corrective intervention.

Overall, the results of the study demonstrate that the level of internet addiction among
8th-grade students is predominantly low; however, the presence of students with moderate and
high levels indicates the need for continued monitoring and preventive measures.

Figure 1. Diagnostic Results of Internet Addiction Levels
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In his methodology, A.L. Yanak provides the following recommendations to help parents
protect information security:

o Follow safety rules in digital environments, practice cyber-ethics, and avoid sharing

personal data online;

e Conduct digital literacy initiatives such as webinars, online sessions, and interactive

games;

e Foster a culture of working with media sources and databases to promote media lit-

eracy and informed content consumption.

According to the results of the study, a deeper analysis of students’ quantitative levels can
be conducted. Among schoolchildren, a number of significant issues can be observed, which are
primarily closely related to the values of upbringing. In today’s modern society, despite the ad-
vanced functioning of the internet, its negative impact on child development is becoming evident.

The issue of effective time management. The majority of schoolchildren use the inter-
net inefficiently. This trend complicates interpersonal communication and, as a result, decreases
students’ motivation to study and acquire knowledge. The number of students who are unable
to systematically organize their free time is increasing. Such a tendency hinders the acquisition
of quality education. Moreover, conflicts between parents and children are on the rise. Recent
state monitoring has revealed that adolescents are increasingly spending time in uncontrolled
internet clubs. Students use the Internet not for self-development, but mainly for passing time,
making acquaintances, and social interaction. Sometimes such random connections lead to unde-
sirable situations. Aimless use of social networks lowers the intellectual level of schoolchildren
and makes them more vulnerable to becoming victims of an unsafe environment.

Insufficient parental control. The results of the study revealed that parents do not teach
their children the principles of safe use of social networks. Online activities are not monitored,
and adolescents demonstrate excessive freedom in the digital space. Norms and requirements of
online safety are not observed, which makes teenagers vulnerable to manipulative advertising
and promotional content on the Internet.

Interclass differences.

The differences between classes can be explained by several factors:
the social potential of the class;

the level of digital technology proficiency;

the students’ family social status;

the level of parents’ literacy

VWi

Table 2. Chen’s Internet Addiction Scale Test Results

Chen’s Internet Addiction Scale Low Level Medium High
Level Level

Class 8 «A»

COM (Compulsive Use) 4 1 2

WIT (Withdrawal Symptoms) 2 2 1

TOL (Tolerance) 2 1 2

[H (Interpersonal and Health Problems) 4 2 1

TM (Time Management Problems) 4 1 2

Class 8 «B»

COM (Compulsive Use) 4 2 0
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WIT (Withdrawal Symptoms)
TOL (Tolerance)
[H (Interpersonal and Health Problems)

TM (Time Management Problems) 4 0 1

Note: The table was developed based on Chen Shuhui’s Chen Internet Addiction Scale
(CIAS) methodology.

IR SN

1
2
2

[N Nenll Ran)

The results presented in Table 2 demonstrate differences in the manifestations of internet
addiction components among students of classes 8 “A” and 8 “B” according to the Chen Internet
Addiction Scale (CIAS).In class 8 “A”, moderate and high indicators were observed across several
scales. The highest values were identified in the categories of compulsive internet use (COM),
tolerance (TOL), and time management problems (TM), where some students demonstrated high
levels of problematic internet behavior. These findings indicate that a number of adolescents
experience difficulties in controlling the duration and frequency of internet use, which may
negatively affect their daily activities and academic performance. In class 8 “B”, the majority of
students demonstrated low levels across all CIAS dimensions. High-level indicators were either
absent or identified only in isolated cases. This suggests that students in this class generally show
more balanced and controlled internet use behavior compared to class 8 “A”.

A survey was conducted to determine students’ inclination toward social media. The re-
sults can be seen in the following table.

Table 3. Results of the survey on students’ inclination toward social media

Level Class 8 ,,C» Percentage Class 8 «<B» | Percentage
Low 17 students | 68% 18 students | 78.3%
Moderate 3 students 12% 3 students 13.0%

High 2 students 8% 2 students 8.7%

Very High 3 students 12% 0 students 0

Total 25 100% 23 100%

Note: The table was compiled based on the results of the author-designed questionnaire
aimed at identifying students’ inclination toward social media use.

Overall, the obtained results indicate that the majority of students demonstrate a pre-
dominantly low level of social media addiction. This suggests that most respondents use digital
platforms within normal limits and do not exhibit clear signs of problematic behavior. At the same
time, the study identified students with moderate, high, and very high levels of addiction. The
presence of these groups indicates heterogeneity in adolescents’ digital behavior and the exist-
ence of a potential risk group. Thus, the findings do not indicate a widespread addiction among
students but rather a differentiated structure of digital behavior, where low levels predominate
while isolated cases of increased engagement in social media are also present.

The obtained data justify the need for preventive measures aimed at developing digital
literacy, strengthening self-regulation skills, and promoting responsible social media use among
students.
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Figure 2. Questionnaire on Social Media Addiction

Table 4. Survey for Parents on Internet Usage and Information Security

Question Response Options
How long does your child spend on internet platforms?

1 hour 5,2%

1-4 hours 56,8%

3 hours 17%

More than 6 hours 72%

What is the purpose of your child’s use of social media and media content?

To complete homework 40%
For virtual communication 33%
For gaming 67%
To use social media like Instagram, TikTok |54%
To watch movies 42%
To attend online courses and improve |52%
knowledge

To improve communication 21%

Has social media affected your child’s psychological development?

academic performance, psychological is-
sues

Yes, it improves information literacy 65%
Causes stress, depression, fatigue, passivi- | 70%
ty, isolation

Promotes innovative thinking via educa- | 50%
tional platforms

Causes aggression due to cyberbullying 45%
Reduces time management skills, lowers | 58%
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Alters connection with real life

25%

Influences thinking, behavior, and ethical
norms

18%

digital

Note: The table was compiled based on the results of a parental survey on internet usage
and information security.

The exploratory phase continued with a survey, which included 10 questions. The sur-
vey results showed that the school students used digital technologies infrequently and lacked
knowledge about information security. A low level of adherence to information culture in the

space was observed.

Table 5. Level of information security compliance in the digital space

Ne Questionnaire Answer
1 What types of digital technologies are

there?
2 How do you understand the concept of

information literacy?
3 What are the principles of maintaining

information security?
4 Digital platforms

There are several effective ways to limit

time spent on the Internet:
6 How effectively do you use information and

communication tools?
7 Are you familiar with the issues of bullying,

cyberbullying, and cyberattacks?
8 Are you able to critically analyze content on

social media?
9 Are you able to use digital security technol-

ogy?
10 | The concept of media culture

Table 6. Level of compliance with information security requirements in the digital

space

Level Class 8 ,C» Percentage Class 8 «<B» | Percentage
Low 15 students | 60% 17 students | 63.0%
Moderate 5 students 20 % 6 students 22.2%
High 3 students 12% 4 students 14.8%
Very High 2 students 8% 0 students 0
Total 25 100% 27 100%

Note: The table was compiled based on the author’s developed methodology for assessing
students’ compliance with information security requirements in the digital environment.
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Within the framework of the study, a survey and testing of students were conducted to
assess their level of knowledge in the field of information security, as well as their understanding
of its basic principles, requirements, and rules of safe behavior in the digital environment. The
obtained results showed that students have an insufficient level of knowledge regarding infor-
mation security. The data analysis revealed that students from both classes demonstrate a low
level of awareness of the basic principles of information protection and do not fully recognize
the importance of following safe practices in the digital environment. Thus, the results of the
survey and testing confirm the presence of gaps in students’ knowledge in the field of information
security and indicate the need for additional educational and preventive measures.

Figure 3. Level of adherence to information security

Taking into account that developing information culture in the digital environment is an
important issue, a special course program was developed for school students. We present the
content, goals, and objectives of the program. The program is designed for 8th-grade students.

Based on the results of research, we have developed a special elective course program for
8th grade students. The special course program entitled “Digital Culture and Information Secu-
rity” is aimed at students’ self-development and improvement in the digital space. In addition,
it is designed to promote compliance with safety rules and requirements in the information
environment.
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Table 7. Identification of Adolescents’ Tendency Toward Internet Platforms

Social Influence Impact on Psychological Time Management Cyber Ethics Norms
Processes

1 | Ienjoy beingiso- |6 The influential content 11 | I cannot manage my 16 | Icritically eval-

lated from society. on the internet affects my time on social media. uate incoming
psychological thinking information.
and behavior.

2 | I strive to find 7 [ want people to pay 12 | The time I spend on 17 | I can get useful
communication attention to the photos I social media negatively information for
and friends. post on social media. affects my lessons and my life from the

work. virtual space.

3 | Social media helps | 8 My classmates and friends | 13 | My academic perfor- 18 | Itry to respond
me open up to the cyberbully me through mance is declining due to every new
outside world. social media. to my activity on social message, which

media. makes me anx-
ious.

4 | Spending long 9 People feel free on social | 14 | The virtual worldisan | 19 | Iwant to spend
hours online networks. amazing infinity to me. time on social
makes me feel dis- media, butI can’t
tant from people manage it.
around me.

5 | Social networks 10 | I enjoy using entertain- 15 | Ican complete my daily | 20 | I can manage my
do not negatively ment platforms on social tasks online. That's why time online.
affect my real-life media. social media helps my
communication. work.

In the current era of globalization, various tests and diagnostic methods are being widely
used in modern pedagogy and psychology to prevent and identify internet addiction among ad-
olescents. Among them are the Internet Addiction Test (IAT) developed by Kimberly Young and
the Chen Internet Addiction Scale (CIAS), both of which are internationally recognized. In line
with this, a 20-question survey was developed specifically for adolescents.

Accordingly, the results of the survey are presented in the table below. If we analyze the
survey data, it becomes evident that parents hold two distinct perspectives. The first group
views social media as a means of communication and connection. In contrast, the second group
associates it with negative consequences such as wasting time, becoming a passive observer
in virtual spaces, vulnerability to cyberbullying, risks of psychological disorders, and declining
academic performance.

The purpose of the special course program: To form students’ information culture
and to develop critical thinking skills through comparing resources and content in the digital
environment.

126 Ne3(156)/ 2026 Gumilyov Journal of Pedagogy
ISSN: 3080-1710. eISSN: 3104-462X



Formation of Information Security Culture among Schoolchildren in a Digital Educational Environment

Objectives:

1. To provide definitions of the concepts “information security,

and “digital environment”;

To teach students to follow safety rules and requirements on the Internet;

To foster students’ interest through the use of digital platforms;

To develop a culture of using social networks and the Internet;

To teach students effective time management.

Expected outcomes Students should be able to:

e Master modern methods of using electronic content and resources in the information
environment;

e Develop cultural literacy through self-development in the digital space;

e Acquire mechanisms to prevent bullying, cyberbullying, and cyberattacks on the Internet;

e Follow the principles of information culture.

Digital Competence

e Logical thinking

e Information literacy

e Self-development

» o«

information culture,”

C1A W N

Table 8. Structure of Modules:

and internet plat-

mation security in

environment

Modules Topic of the lesson Content Methods and tech-
niques
Developing infor- |6 | The history of the |11 | History 16
mation culture in formation of infor- _ : .
. . of information Training,
modern society mation culture .
culture coaching
Introduction to 7 | Digital security 12 | Observance 17 | Role play,
the subject of Dig- and personal data
. Jee & persons Of digital security case study
ital Security protection literacy
measures
Social networks 8 | The issue of infor- | 13 | Creating a safe 18 | Practical les-

son, individual

forms the era of global- and group
ization . lessons.
Electronic content | 9 | People feel free on | 14 | Harmful content | 19 | Group analysis
social networks. affecting adoles-
cents
Digital tools and | 10 | Information hy- 15 | Protection from 20 | Interactive
platforms giene harmful media exercises

products .

Module 1. Digital Culture Transformation

e Digital literacy

e Modern trends and paradigms in the development of information culture

e Norms and principles of digital ethics

Module 2. Information Security Technologies

e Research on social security issues
e Principles and methods of personal data protection
* Prevention of cyberbullying, cyberattacks, and harmful content
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Module 3. Modern Digital Platforms

e Modern educational platforms (Google Classroom, Moodle, etc.)

e Electronic resources and digital data on the Internet

e Monitoring and prevention of online addiction, diagnostics, and modern methodologies
Module 4. Practical Skills

e Creating a secure environment (passwords, antivirus systems, 2FA)
e Global systems for maintaining and developing information hygiene

e International practic

Table 9. Levels of Social Media Addiction in Adolescents

Psychological Level

Neurophysiological Level

Social Level

Psychological disorders caused
by received information;

Stress and anxiety observed
when restricted from the Inter-
net;

Spending too much time in
virtual space;

Mood disorders, emotional
instability, behavioral norm
deviations (pathologies);
Psycho-emotional instability

Decreased brain work effi-
ciency;

Changes in neural connec-
tivity in the brain;

Rapid information flow
weakens memory and per-
ception abilities;
Prolonged use of internet
portals by adolescents
leads to physiological pa-
thologies

Social withdrawal;
Communication break-
down;

High risk of cyberbullying
and being bullied;
Developing the habit of
living in a virtual world;
Changes in social behavior;
Difficulty distinguishing
between virtual space and
real life

Note: The table was compiled based on literature sources describing the psychological,
neurophysiological, and social levels of social media addiction in adolescents

Table 8 presents a tripartite taxonomic structure for conceptualizing social media addic-
tion among adolescents, describing its manifestations across three interrelated yet analytically
distinct dimensions: psychological, neurophysiological, and social. This multi-level classification
reflects a systemic approach to understanding digital addiction in adolescents, moving beyond
reductionist, single-factor explanations and acknowledging the complex and interdependent
nature of this phenomenon. The structural logic of the table is consistent with contemporary
biopsychosocial models of addiction, which posit that addictive behavior cannot be adequately
explained through any single analytical lens, but must instead be understood as the outcome of
interactions between biological, psychological, and social processes (Pellegrino, Stasi & Bhati-
asevi, 2022).

The psychological level encompasses a range of affective, cognitive, and behavioral im-
pairments directly associated with problematic social media use. The listed indicators-including
mood disorders, emotional instability, stress and anxiety when internet access is restricted, as
well as deviations from normative behavior-correspond to established diagnostic criteria of
behavioral addiction, particularly those outlined in the context of Internet Gaming Disorder and
Internet Use Disorder (Patchin & Hinduja, 2020).

Conclusion

Living in a digital society has become a modern-day necessity. The modernization of
information and the technologies used to protect it from environmental threats are essential
conditions for developing information culture. Information threats include the manipulation of
personal data, the replacement of truthful information with false content, cyberbullying, hacking
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activities, harmful psychological content, and addictive online games. Therefore, addressing issues
of information culture is a logical response to contemporary demands. Today, school students
are becoming inseparable consumers of internet content, with their interest and activity steadily
increasing. Building a culture of information security involves adherence to digital norms and
cyberethics, responsible handling of data, protection of personal information, and the develop-
ment of media literacy. In shaping digital culture, the role of both parents and schools is crucial.

Ensuring information security requires a comprehensive approach. The scientific literature
suggests measures such as protecting personal data, using passwords effectively, implementing
two-factor authentication, employing antivirus software, avoiding harmful content, and main-
taining information hygiene. Moreover, information security is not limited to technical tools but
should also include social and psychological aspects. For example, monitoring adolescents’ internet
use, preventing cyberbullying, and involving parents and educators are essential components of
strengthening information security.

Currently, information security is also being studied from a pedagogical perspective. Edu-
cational programs aimed at improving students’ digital literacy help them protect their data and
safeguard against online risks. Thus, research on information security is not only a technological
issue but also a complex phenomenon with psychological, social, and pedagogical significance
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Formation of Information Security Culture among Schoolchildren in a Digital Educational Environment

CbIHU TYPFbIJIaH Tal/ay JaFAblIapblHbIH TOMEH JeHreli CullaTTaJfaH. AKapaTThIK KayilCi3ikke
0ailsIaHbICThl KHOEPOYJIJIMHTKe, XaKepJIiK labyblilapFa XKoHe XKeKe JlepeKTep/iH LbIHAWbl eMipJeH
ThIC TapaJjiyblHa 6eiiM/liliKk 6apFaH caliblH KEHiHEH Tapasy/a. AKnapaTKa Ko/KeTiMAiTiKTi
KaMTaMachbI3 eTeTiH TeXHOJIOrUsJIap/AblH XKblJIJaM JaMyblHa KapaMacTaH, Ka3ipri KoFaM »KacTap/bl
dJIeyMeTTIK xKeJlijieperi TypJii KubepKayinTep MeH »KaFbIMCbI3 KOHTEHTTIH, bIKIIaJIbIHAH KOpFan
KaJla aJiMa OoThIp. 3epTTey 6apbIChIH/la MEKTEN OKYLIblJIapbIHbIH aKapaTThIK CayaTThlJIbIFbIH
AHBIKTAY VILUiH 9pTypJi 9icTep KOJIAaHbLIAbL TeopUsabIK Ta/lAay apKblibl OKYLIbLIAP/bIH
aKIapaTTbIK M3JIEHHUETI MeH 0JIap/blH dJIEyMeTTIiK OpTaAarbl MiHe3-KyJIKbI ICUXO0JIOTUSJIBIK
TYpFbIZaH 3epTTes/i. COHbIMeH KaTap, NCUX0JIOTUAJIBIK JUATHOCTHUKA, TeZJarOTUKAJIbIK TeCTiIey,
6aKpbliay, MOJlesIbJley )KoHe MaTepuasiap/ibl MaTeMaTUKaJbIK 6HJ ey CUSKTbI 9/jicTep KeHiHeH
naiiajsaHbL1/bl. 3epTTey 6apbICbIH/A MEKTEN OKYLIblJIAapPbIHbIH, aKIapaTThIK CayaTThLIbIFbI
apTYypJii GaKTOpIapAbIH bIKIAJbIMEH AUHAMUKAJIBIK TYp/ie 63repeTiHi aHbIKTaabl. by npouecke
dJIEyMETTIK OpTa MeH 0TOachl KYH/bl/IbIKTAPhI TiKkeJiel acep eTe/i. MekTen OKyLIblIapbl apacbiH/a
YKYPri3iireH 3epTTey HoTUXKeJlepi oJ1apAblH KeNIUiJIITiHiH 9/1eyMeTTiK XkKeJlijiepre Taye/i eKeHiH
kepceTTi. COHbIH, ca/ilapblHaH 0JIap/IblH OKY 6eJiceH/Iiliri ToMeH/e/li. MeKTen OKyLIblIapbIHbIH,
aKNnapaTTbIK CayaTThLIbIFbIH JAMbITY YIIiH 9/jicTeMeJliK HYCKayJIbIKTap MeH 6afAapJ/iaMaJap,
COH/Ial-aK OKbITY TaKbIPbIIITAPbl YCbIHbLI/bL. OJ1€yMETTIiK kKeJlijiepAeri KOHTeHTTI TaaAayiblH
Mblca/Ziapel Aa 6epingi. by 3epTTey MeKTen OKylIblJIapbIHbIH, aKIIapaTThIK, CayaTThIJIbIFbIH
KellleH/li TeOpUSJIbIK TYPFbIAAH TaslAayFa 6aFbITTaJFaH 6iperei xkyMbIc 60J1bIN Tabbl1abl. O
OKYIIblIap/blH aKNapaTThIK KEHICTIKTe 63 OeTiHILIe dpeKeT eTy, KubepKayinci3Aik KaFujaaapblH
MeHrepy »aHe [UPJIbIK TpaHCPopMaL U )KaFjalblH/la CayaTThLIbIK, TAHBITY KabiseTTepiH
3epTTeyre Ha3ap ayAapazbl. 3epTTey HOTHXKeJiepi MeH YCbIHbICTAP »KaJINbl 6ij1iM 6epeTiH
MeKTeNnTepAe, KocbIMIla 6i1iM 6epy MekeMeJiepiH/e XKaHe KoJIeKAep/e KOJ1JaHbLIybl MYMKIiH.
Ty¥iH ce3aep: uudpJbIK 0pTa, KUOEPOYJIJIMHT, aKapaTThIK Kayilci3fik, [UPJIbIK
TpaHcpopMalUs, aKnapaTThIK MaIEHUET, dJIeyMeTTiK xKeJlijiep, KubepKayinrep.

B.C. Baiimenosa'!, C.C.Ky6akoBaZ?, Axxraimes M.K.3,
?K.0.Aman:xos10Ba 4, A.C. Ca6aeHoBa °

L2Egpazuiickull HAYUOHALHBIL yHU8epcumem umenu J1.H. T'ymuaesa, Acmana, Kazaxcman
3 3anadHo-KazaxcmaHckuii YHuUsepcumem umeHu M.Ymemucoea, Ypasavck, KazaxcmaH
4°IlenmpanvHo-A3uamckuil uHHO8aYUOHHLIT yHUsepcumem, llvimkenm, Kazaxcman

dopmupoBaHuUe KyJAbTypbl UHPOPMaALMOHHOI 6€30NaCHOCTHU
IIKOJIBHUKOB B 1M pOBOH 06pa3oBaTe/IbHOM cpeje

AHHoOTauMs. /laHHas paboTa ONMChIBaeT 3aBUCUMOCTb OJIPOCTKOB B IMGPOBOM cpefie
- CepbE3HY10 NP06JIEMY COBPEMEHHOTO 00ILECTBA - OT COLMAJIbHBIX CETEH, a TAKKE UX HU3KUU
YypOBEeHb KPUTHUYECKOT0 aHa/In3a MHGopManuu. CKJIOHHOCTb K KU6epOY/IIMHIY, XaKepCKUM aTakaM
Y PaCKPBITHIO TMYHOU HUHOPMAaLMK B BUPTYaJIbHOM IPOCTPAHCTBE, TPUBOJSALLEMY K 060CTPEHUIO
BOIIPOCOB MHPOPMALLMOHHOU 6€e30MacCHOCTH, CTAHOBUTCS BCE 60Jiee pacIpoCTPaHEHHOM.
HecMoTps Ha yckopeHHOe pa3BUTHE TEXHOJIOTUH, 06ecredrBaoIUX AOCTYI K HUHGOpMa U
B COBPEMEHHOM OOI1leCTBE, 3TO HE MOXKET 3alUTUTh MOJIO/I0€ NTOKOJIEHHE OT PAa3JIUYHbIX
KUOEPYrpo3 B COLMAIBbHBIX CETSX U BJAMSHUS HETaTUBHOTO KOHTEHTA. B X0/ie ncciiegoBaHus
MCI0JIb30Ba/IMCh PAa3HOOOpa3Hble MeTO/bI AJIs ONpe/iesieHuss ”HPOPMaILlMOHHON PaMOTHOCTH
IIKOJIbHUKOB. C MOMOIIbI0 TEOPETUYECKOI0 aHa/In3a UHGOpMalLKs 0 KyJIbTYpe LIKOJIbHUKOB
Y UX NIOBEJIEHUHU B COLMAJIBHOM CpeJie MoJiBeprasiach ICUX0J0THYeCKOMY aHaiu3y. Kpome
TOTO, IIMPOKO NPUMEHSJINCh METO/bl ICUX0JIOTUYECKOHN UAarHOCTUKH, IeJaroruyeckoro
TECTUPOBAHUs, HabJII0leHUs], MOJeJIMPOBAHMSA U MaTeMaTU4eCKOW 06paboTKHU MaTepHasioB.
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B xoze ucciefo0BaHUs ObLJIO YCTAHOBJIEHO, YTO UHPOPMALIMOHHAsA FTPAMOTHOCTb IIKOJbHUKOB
JIMHAMH4YeCKU U3MEeHSeTCs Mo/, BO3JelCTBUEM pa3/iMiHbIX GpakTopoB. ConuanbHas cpeja 1
ceMelHble [IEHHOCTU OKa3bIBAlOT NPSIMOe BJIUSHUE HA 3TOT NpoLecc. Pe3ysbTaThl UCC/I1e10BaHUSA
Cpe/iu IIKOJbHUKOB OKAa3aJy, YTO OOJIbIIMHCTBO U3 HUX 3aBUCUMBI OT COLlMa/IbHBIX CETEH.
B pe3sysbTaTe CHU3UJIaCh UX YyueOHasi aKTUBHOCTD. B 11e/11X pa3BUTHA HHPOPMALMOHHOU
IrPaMOTHOCTH IIKOJIbHUKOB ObLJIU pa3paboTaHbl METOJUYECKME PEKOMEH/JAl| MU, TPOrPaMMbl U
yuyebOHble TeMbl. B Jono/IHeHMe K HUM pHBe/leHbl IPUMepPbl aHa/IM3a KOHTEHTA B COLMAIbHbIX
ceTsx. UccienoBaHue ABJsieTCS YHUKAJIbHOM paboToOW, HanpaBJeHHOW Ha KOMILJIEKCHBIU
TeopeTU4YeCKUi aHa/u3 HHGOPMaIMOHHOM rPaMOTHOCTH IKOJbHUKOB. OHO pOKycupyeTcs Ha
CIOCOOGHOCTH LIKOJIbHUKOB CaMOCTOSITEJbHO JeMCTBOBAaTh B MUHPOPMALMOHHOM IPOCTPAHCTBE,
OBJIaZleBaTh NPUHIMIIAMU KUOep6e30NacHOCTH U ;eMOHCTPUPOBATh FPAMOTHOCTb B KOHTEKCTE
uudpoBoit TpaHCPOopMaL UK. Pe3ybTaThl UCCIe[J0BaHUS U PEKOMEH/JallUh MOTYT ObITh IPUMEHEHbI
B 00111e06pa30BaTe/IbHbIX IIKOJIAX, YIPEXKIEHUSAX JOMOJTHUTENbHOT0 06pa30BaHUs U KOJLIEKAX.
KiroueBble c1oBa: nudpoBas cpesa, KHbepoyJIMHT, MHGOPMallMOHHAsA 6€30MaCcHOCTb,
nudpoBas TpaHchopmanus, MHGOpMaLMOHHAsA KYJIbTYpPa, COLlMaIbHbIE CETH, KUOEPYTPO3bI.
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